The Road to Spam-a-lot
Do Not Disclose Your Email LOGIN Information

I received the following Desktop Dating invitation from two WMWA friends (one female and one male!), and was suspicious about the source of the messages.  The friend’s name and email address appeared several times (shown as NAME/ADDRESS below) in each message, and it seemed to be a legitimate invitation.  The choices are to Accept or Reject the invitation, and most people would not want to reject a request from a friend.  However, accepting the invitation may have serious consequences for you.
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In doing a little research on the Internet, I found that the desktopdating.net web site prompts you for your email login information when you click on Yes or Accept to accept the invitation from your friend (who had previously accepted a spam invitation from their friend), and this information is then used to log on to your email account and spam everyone in your address book with invitations that clearly identify you as the originator.  The following online articles discuss this ploy:

 
http://oznasia.blogspot.com/2007/07/dont-fall-for-this-one.html
 
http://www.nextadvisor.com/blog/2009/06/22/dont-be-an-accidental-spammer/
 
While this is a blatant misuse of personal information resulting in spam sent to everyone in your address book, it may have more serious consequences.  Once a spammer gets your email login information, they can log in and read your email, which may include bank and other financial statements and could result in identity theft.

 

If you were prompted for your email login info (including your email address and password) on a social networking site, or any other third party web site, and you provided this information, you should log in to your email account to change your email password ASAP!  It may be too late to stop the spam but it may help to protect the personal and financial information contained in your email inbox from further exposure.  If you suspect confidential information was compromised, you should track bank and credit transactions for suspicious activity.
w. newton, august 6, 2009
